
Policy &
Procedures

Risk Assessment (HSN)
Internal & External 
Security Scans (NOMAD)
ITIL Change Control Process

Local & Offsite Backups
Service Interruption Controls

Disaster Planning & Testing

Business
Continuity

User Permission Policies
Encrypted Email
Secure File Share
Backups

Data Access
DNS Filtering

Active Directory
Firewall

Infrastructure

Group Policies in AD
Encrypted Hard Drive
Content Filtering
Patching/Security Updates
Password Policies
Antivirus / Antispyware

Work Station

Application Permission Policies
Secure Access SSL

Spam / Antivirus Protection

ApplicationsData Security
with

Tier 3 quali�ed data center -
Redundant Gigabit Fiber from Tier 1 carriers -

(Verizon, Level 3, Comcast Metro, Ethernet, Frontier, XO, Lumos)
Redundant services in 3 locations across the country -

Fully redundant core and distribution network equip. -
Leibert Glycol N+1 air�conditioning -

Redundant virtual environment running -
Citrix, HyperV, KVM, & VMware 

Fully redundant Tier 1 and Tier 2 storage arrays -
Annual SSAE�16 audit (formerly SAS70) -

Annual HIPAA and PCI audit -
Fully redundant power grid with 96 hours of backup runtime -

Priority PPL power service -
IP Video Surveillance of all angles of the Data Center -

Key fob controlled access to the building -
Biometric controlled access to the data center and racks -
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